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and posterior Odds for C is:

PP

Odds (C[B) = IF (€) x 1755

and the posterior probability for C is:

p(C|B) = —dds (CIB)

1+0dds (C|B)

3-4- Intrusion Detection Example

Consider the following scenario”
In <file> - <anystring> % Creating a link to
<file>

-<anystring> % file is a user’s sctuid script

% with # !/bin/ sh or # !/bin/csh

% in the first line

The nctwork in Figure 2(b) can represent the
above scenario. Suppose the current audit record
contains a rccord showing that user has created
afile. It is a definite piece of evidence, which
corresponds to Create node in the network in
Figure 2(b). Receiving this evidence, will change
the posterior probabilities of Type (Link) and
Type (Symb - Link) nodes.

The prior Probability of Type (Link) is 0.05.
Converting it to Odds we have

05 _ 0526
1-0.03

Odds (Type) =

Propagating up the network posterior
probability of Unauthorized Access would be
0.55. It mcans an increase of 0.5 in the
probability of an intrusion to the system.

4 - Conclusion

In this paper we attempted to demonstrate
the applications of Al techniques specifically
Expert Systems in Intrusion Detection Systems.
We also showed that how dealing with
uncertainty probabilistically can allow the system
to detectabnormality in the user behavior more
efficiently. The use of Expert System technology
allows certain intrusion scenarios to be specified
much more casily and naturally than is the case
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using other technologies. However, expert system
technology provides no support for developing
models of intrusive behavior and encourages the
development of ad hoc rules.

PP
C
B
/SAY ’NA
A
(a)
0.05
Unauthorized Access
025 |100d
Execute File t
Not Public
0.2
l Owner (User) } {Owner(root) ] [Owner (Other) I
N
0.05 20l 0.05

[ Type ink) | [ Type (Symb_Link) |

101

Create File

(b

Figuer 2 : (a) General inference network (b) Network

representing intrusion scenario
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3-2-1- Plausible Relations

For plausible relations, assertions are
combined using the odds-likelihood form of
Bayes’ rule, with modifications [8]. Bayes’ rule
cunt only be used where the evidence E (or~ E) is
certain. In practice, E may be uncertain, because
either E was declared by a user to be uncertain,
or E was deduced from another plausible
relation, using evidence E’ (say), yielding P (E |
E.

The problem of computing P (H|E) becomes
one of computing (H | E"), which can be shown
to be calculable (with assumptions) [4], from

P(H|E")=P(H|E)xP(E|E)
+P(H|~E)x[1-P(E|E")].

If E (~E) is known with certainty, this
formula producces consistent results. However, if
E"is irrelevant 10 E, then P (E| E) = P(E), and
the formula should produce a value for P(H| E"
which agrees with the expert’s estimate of the
prior probability P(H). This is unlikely, leading
to the conclusion that P(H). P(E), P(H| E) and
P(H| ~E) are not independent.

To solve this problem. we can use a
picce-wise linear function of P(E | E") to
compute P(H| E) for each rule, with a way -
point to ensurce that P(H| E')y = P (H) when
P(E] E) = P (E) supplied by the expert. This is
shown in Figure 1{4]. Converting to odds yields
O(H| E’), and hence an effective likelihood ratio

| - OH|E)

O(H)

can be computed for each rule. This ratio is
dynamic, tending towards S as E is supported,
and towards N as E is refuted (Sce Equations (2)
and (3)). If n rules determine H, cach with
effective likelihood ratio L,, the conditional
independence assumption allows posterior odds
on H to become.

OM | E)y=0MH) x L~ Lys.xL,
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Updated babili
PHIE) [Updated Probability of H]
l b
P(HIE)
P(H)
P(HI~E)
PEIE)
P(E) 1
[Current Probability of E]

Figure 1: Piece - wise linear function

3-3- A General Example

Consider the inference network in Figure
2(a):
PP’s are prior probabilities for each piece of
evidence.

If we receive the definite piece of evidence A,
using sufficiency ratio S, , then since prior
probability for B is PPy the Odds for B will be-

PP,
1-PP,

Odds (B) =

and the posterior odds for B after receiving
evidence A would be:

Odds (B]A)= S,x Odds (B)

This in turn, increases the odds on the next
level in the inference network by a factor of Sy
weighted by the degree to which B has increased
from its prior probability. Then the posterior
probability for B will increase based on the value

of SA~
Odds (B|A)

P(B]A) =
(B14) [+0dds (B]A)

Propagating up the network, the odds increasing
factor is:

IF(C) = 5, « P(BIA)= PP(B)

[-PP(B)
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3-1- Bayes’ Theorem

Bayes’ Theorem is based on probability
theory, therefore has a sound mathematical
background. It is not an ad-hoc method, as
certainty factors are (MYCIN/EM YCIN). Bayes’
Theorem calculates the probability of a cause,
given an event, from the individual probabilities
of the event and cause and from the probability
of an event, given a cause, Bayes’ Theorem is as

follows: PO)XP(E|C)
X
P(CIE)=
(CIE) P(O)XP(E|C)+P(~ C)xP(E|~ C) (
where "~" represents "not".

In implementation, Bayes’ Rule is often
converted to odds and likelihood ratios.
Likelihood ratio is defined as (using H
"hypotheses" instead of C "cause™):

L (E[H) = —(EIH)

PE[-H)
Also, prior Odds on H is defined as:

P(H) _ _P(H)
P(~H) 1 - P(H)

O(H)=

If we use Bayes’ equation with H (hypotheses)
instead of C (cause), and divide both sides of it
by P (~HI E),

P(H|E) _ P(E|H) xP(H)
P(~H|E) = P(E|~H) xP(~H)

which is Likelihood x Prior Odds.

Likelihood ratio is the general name given to
this type of ratio. If E is substituted by — E the
ratio is referred to as the Necessity Ratio, and
the original form is referred to as the
Sufficiencey Ratio.

The Posterior Odds can be defined as:

- PHIE) _
O(H|E) = ﬁé} = L(E| H) x O(H)

Sufficiency and Necessity Fuctors can be used
in the knowledge base to give strength to belief
in cach hypotheses. This way, these factors are
strengths in which the fikelthood of an event E
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{evidence), influences the belief in another event
H (hypothesis). The relationship can be defined
as:
if E then H with strength Strength
where strength and Strength are the necessity
and suificiency factors respectively. This can also
be diagrammatically represented as:

E H
(N.S)

If we intend to investigate the hypothesis H,
we collect evidence E to confirm or deny the
hypotehsis. S tells how sufficient E is for H, and
N tells how necessary E is for H. So, if E is true,
then the greater the S is the more likely H is .
But if E is fulse , then the lower the N is the less
likely H is. The formulae for calculating these
likelihood ratios are:

s - PEH @
P(E[~H)

- PCEIH)
N P(~E[~H) S

3-1-1- Inference Networks

Aninference network model is often used to
desipn the expert system when Bayesian methods
are used for uncertainty. [t shows the network of
connections {relations) between evidence and
hypotheses. The inference network usually
includes the prior probabilities for each assertion
being true und also the sufficiency and necessity
ratios.

3-2- Logical Relations

For logical relations, the validity (truth or
falsity) of a hypothesis, H is completely
determined by the validity of its definition, using
Zadeh’s fuzzy - set formulae [11]. Therefore, if
the validity of at least onc of the defining
assertions cannot be determined, then the
probability of H may remain unchanged. If this is
undesirable, then plausible relations may be used.
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scenarios in its rule base. The IDS raises an
alarm if observed activity matches any of its
encoded rules. However, expert system
technology provides no support for developing
models of intrusive behavior and encourages the
development of ad hoc rules.

Here, our interest is to extend the IDS
paradigm to include specific models of proscribed
activities. These models would imply certain
activities with certain observables which could
then be monitored. This would allow to actively
search for intruders by looking for activities
which would be consistent with a hypothesized
intrusion scenarios. But the evidence can not
always be matched perfectly to a hypothesized
intrusion. Therefore, a determination of the
likelinood of a hypothesized intrusion would be
made based on the combination of evidence for
and against it. The security of such an explicit
model should be easier to validate. However, the
system must be able to deal with information that
can be uncertain. Various numerical calculi have
been proposed as methods to represent and
propagate uncertainty in a system. Among the
more prominent calculi are probabilistic (in
particular Bayesian) methods, the evidence
theory of Dempster - Shafer, fuzzy set theory,
and the MYCIN and EMYCIN calculi [9]. In this
paper we look at the application of probabilistic
reasoning in computer intrusion detection.

2-1- Proposed Extension

The IDS will include a model - based
component which extends the [DS paradigm (o
include specific models of proscribed activities.
Ruased on evidences recetved from audit trail, the
system seeks additional evidence to conform or
refute these models, which are stored in 4
knowledge base in terms of sequences of user
behavior that constitute the scenario. As
evidence is discovered which would supportone
of the other scenario models, that model would
he added to the active set.

The system then predicts the next step in the

Amirkabir / Vol. 8 / No. 31

scenario and translates this hypothesized
behavior into the specific attributes and values of
the audit data that would indicate that behavior.
In other words, it figures out how the
hypothesized behavior would show up in the
audit record.

Using the top - down model - based reasoning
approach, the models of intrusion can be used to
decide what specific data should be examined
next. These models allow the system to predict
the action an intruder would take who is

- following a particular scenario. This in turn

allows the system to determine specifically which
audit data to be concerned with. If the refevant
data does not occur in the audit trail, then the
scenario under consideration is probably not
occurring. If the system does detect what it was
looking for, then it predicts the next step and will
then examine only data specifically relevant to
confirming the hypothesis of the posited
intrusion, and so on until & conclusion is
reached. Thus, a model - based system reacts 1o
the situation, using only the data most
appropriate to the given situation and context.

Model - based (probabilistic) reasoning
supports a sound theory for reasoning under
uncertainty. This technology allows uncertainty in
the rules - whether the behavior implies
something illegitimate - and uncertainty in the
significance of the data.

3 - Probabilistic Reasoning

Security rules can be enforced 10 express
which behavior is symptomatic for which threat
and to evaluate the level of danger of a given
threat. For each rule a weight table expressing
the level of danger of the corresponding
anomalies in terms of its occurrences and of the
subject und object involved can be defined.
Levels of danger of different anomalies can then
be combined to express the probability of a given
threat.

n
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gaining entry into a system [1,2,3,10]. Many
computer Systems have some kind of security flaw
that may allow outsiders (or legitimate users) to
gain unauthorized access o sensitive information.
In most cases, 1t 1$ not practical to replace such a
flawed system with a new, more secure sysitem. [t
is also the case that it is very difficult, if not
impossible, to develop a completely - secure
systemn. Even a supposedly secure system can still
be vulnerable to insiders misusing their
privileges, or it can be compromised by improper
operating practices. While many existing systems
may he designed to prevent specific types of
attacks, other methods to gain unauthorized
access may still be possible. Due to the
tremendous investment already made into the
existing infrastructure of open (and possibly
insecure) communication networks, it is
infeasible to deploy new, secure, and possibly
closed networks. Since the event of an attack
should be considered inevitable, there is an
obvious need for mechanisms that can detect
outsiders attempting to gain entry into a system,
that can detect insiders misusing their system
privileges, and that can monitor the networks
connecting all of these systems together.

The goal of any intrusion detection system
must be to aid system security officers in the
detection of penetration and abuse. The expert
system should provide the knowledge of an
"expert" security officer. This is a minimum
standard of performance for an intrusion
detection system. Humans generally donotdo a
very good job of audit trail analysis, since the
volume of audit record data generated makes this
a difficult and time consuming job. The set of
penetrations or abuses detected by a security

‘officer with the aid of the automated system-

should be a superset which would have been
detected by the security officer unaided.

i-2- Behavior Classification
Classifying user or system behavior is a very

hard problem. One problem is that only u small
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fraction of behavior is misuse; another is that
often misuse looks like normal use, so it can be .
difficult to distinguish between intruders and
normal users. As a result, classification can resuit
in "false negatives”, wherein an attacker is
misclassified as a normal user. "False positive”,
where a normal user is classified as attacker, can
also degrade productivity in the system being
protected by invoking countermeasures
unnecessarily. Finally all types of intrusive
behavior can’t be identified in advance.

Several Al technigues have been used 10
improve IDS classification performance.
Statistical anomaly detection works on the
assumption that many attackers behave
differently from legitimate users, or that a system
or a process behaves differently during an attack
[5}. If a user is behuving abnormally it may
indicate an attacker using that user’s account.
Expert systems encode policy statements and
known attacks as a fixed set of rules. User
behavior is matched 10 these rules to determine
if an attack is under way. Rule- based systems
create (discover) and manage rules corresponding
to anomalous behavior.

2- Objective

Most of the current intrusion detection
systems (IDS) are built on the concept of
detecting anomalous behavior of users with
respect to observed behavioral norms {5,6]. This
approach may be likened to an unsupervised
learning scheme for behavioral patterns with a
subsequent pattern recognition approach to
determining whether observed behavior falls
inside or outside the pattern. In effect, a model
of a user’s behavior is generated based on
observations, but it is difficult to relate the model
to specific (and speciully proscribed) activities.
Thus, validation of the behavior of 1DS’
statistical algorithms may prove 1o be difficult.

Some intrusion detection systems also include
an expert system component that attempts to
cncode known system vulnerabilities and attack
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Computer Intrusion Detection and Incomplete
Information

M. Esmaili R. Safavi - Naini  J. Pieprzyk
Center for Computer Security Research
University of Wollongong, NSW 2522
Australia

Abstract

Intrusion Detection Systems (IDS) have previously been built by hand. These systems have
difficulties in successfully classifying intruders, and require a significant amount of computational
overhead making it difficult to create robust real-time IDS systems. Artificial Intelligence techniques
(AI) can reduce the human effort required to build these systems and can improve their
performance. Al has recently been used in Intrusion Detection (ID) for anomaly detection, data
reduction and induction, or discovery of rules explaining audit data [7]. This paper demonsirates
the application of probabilistic methods for dealing with uncertainty in Iritrusion Detection Systems.
We show that how dealing with uncertainty can allow the system o detect the abnormality in the

user behavior more efficiently.

Keywords: Artificial Intelligence application, Intrusion Detection, Bayesian Methods.

1- Introduction

Intrusion Detection (ID) is the identification
of attempted or ongoing attacks on a computer
system or network. Issues in ID research include
data collection, data reduction, behavior
classification, paperingand response. Although
there are many significant open problems in 1D
research, we focus on behavior classification.
Classification is the process of identifying
attackers and intruders. Artificial Intelligence
(Al) techniques have been used in many IDS to
perform these important tasks [5].

In this paper, our aim is to propose an
extension to the IDS paradigm to include specific
models of proscribed activities. These models
would imply certain activities with certain
observables which could then be monitored. This
would allow to actively search for intruders by
looking for activities which would be consistent
with hypothesized intrusion scenarios, But the
evidence can not always be matched .pcrt'cctly 10 4
hypothesized 'intrusion. There fore, a

Amirkabir / Vol. 8 / No. 31

determination of the likelihood of a hypothesized
intrusion would be made based on the
combination of evidence for and against it. The
security of such an explicit model should be
easier to validate. However, the system must be
able to deal with information that can be
uncertain or incomplete. '

1-1- Background

Intrusion detection and network security are
becoming increasingly more important in today’s
computer - dominated society. As more and more
sensitive information is being stored on computer
systems and transferred over computer networks,
more and more crackers are attempting to attack
these systems to steal, destroy or corrupt that
information. While most computer systems
attempt to prevent unauthorized use by some
kind of access control mechanism, such as
passwords, encryption, and digital signatures,
there are several fuctors that make it very
difficult to keep these crackers from eventually
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