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Abstract

| An important subset of the key distribution protocols in cryptography is two- i
' party key distribution protocols based on the idea of asymmetric cryptography. !
i In this paper, we examine three different approaches to the design of these proto- |
| cols. The first two approaches are classic ones based on a public key cryptosys- |
| tem (trapdoor one-way function). However, the third approach is new and based
| only on using a commutative one-way function without any trapdoor. To achieve |
la practical system, we modify the protocol in the third approach based on dis- !
| crete logamthm function that uses certificates with a definite expiration time. As |
| a result, it is not necessary to access to an authenticated directory of users’ pub- |
i lic keys anymore. In completion of this system, we offer a low-cost protocol to get
| certificates from certification authority (by principals). Consequently, the princi- |
'pals do not need lots of expertise or knowledge and high processing power, just !
i random generators and dicrete exponentors are enough. |
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1 - asymmetric

2 - one - way function

3 - key distribution center

4 - certificate

5 - public key cryptosystem

6 - trapdoor one - way function
7 - private key

& - signature

9 - session key

10 - nonce

11 - authentication

[3] Tanenbaum, A. S., “Computer Networks”, 3rd
Edition, P. 612, Prentice Hall, 1996.

[4] Diffie, W, P. C. Van Oorschot and M. J. Wie-
ner, “Authentication and Authenticated Key Ex-
changes”, Designs, Codes and Cryptography, V.
2,P. 107 - 125, 1992.
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12 - replay attack

13 - enemy (intruder)

14 - discrete exponentor

15 - strong prime

16 - primitive root

17 - Diffie - Hellman

18 - man - in - the - middle attack
19 - one - way hash function

20 - known plaintext attack

21 - chosen plaintext attack
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[2] Diffie, W. and M. E. Hellman, “New Direction

in Cryptography”, IEEE Transaction on Informa-

tion Theory, V. 22, n. 6, 1976.
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