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ABSTRACT: Cognitive radio (CR) technology has been suggested for the effective use of spectral 
resources. Spectrum sensing is one of the main operations of CR users to identify the vacant frequency 
bands. Cooperative spectrum sensing (CSS) is used to increase the performance of CR networks by 
providing spatial diversity. The accuracy of spectrum sensing is the most important challenge in the CSS 
process since the sensing performance is vulnerable to security attacks. Primary user emulation attack 
(PUEA) is one of the most important attacks, where a malicious attacker sends the signal similar to the 
signal of the legitimate primary user (PU) and deceives the CR sensors to avoid them from accessing the 
spectrum holes. In this paper, we investigate two different strategies for the attacker. Always present (AP) 
and spectrum sensing (SS) based strategies. In the AP scenario, the PUEA, without performing spectrum 
sensing, continuously sends its fake signals. In SS based PUEA, the attacker senses the spectrum to 
identify the spectrum holes and then only sends its signals in idle frequency bands. Assuming the attack 
strategy, we estimate normalized attack power factor (NAPF) to obtain an optimal value of the energy 
detection threshold. The parameter NAPF is the ratio of the average emitted power of the attacker to the 
average power of the PU transmitter. The obtained results verify the superiority of the proposed energy 
detection approach compared to the existing conventional methods.
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1- Introduction
Cognitive radio (CR) network is a new technology in wireless 
communications, trying to resolve the spectrum scarcity [1]. 
In a CR network, two different types of users are present; 
primary users (PUs) and secondary users. The former  is 
called  licensed users and the latter, which is also referred 
to as the CR users, is called unlicensed users [2]. The CR 
users frequently monitor the frequency spectrum and identify 
the presence of licensed PU signals. This producer is named  
spectrum sensing. If the CR users are convinced by the 
absence of the PU signals, they can opportunistically use 
the vacant frequency bands for communications; otherwise, 
the CR users detect the presence of the PU signals, they 
immediately switch to another available spectrum band by 
performing spectrum handoff. In this way, the CR users are 
forced to use  the spectrum holes without interfering with the 
PU signals [2]. Due to noise, multipath fading, shadowing, 
and hidden station problems, the local spectrum sensing of 
each sensor is not reliable [3]. Cooperative spectrum sensing 
(CSS) has been reported to address these issues, where some 
CR users collaborate with each other to sense the PU channels 
[4]. Although the CR network performance is improved 
by the CSS process, it is vulnerable to security threats [5]. 
One of the most common threats is primary user emulation 
attack (PUEA), where a malicious user tries to deceive the 
CR users by imitating the PU signal characteristics to prevent 
the CR sensors from accessing the idle frequency bands or 
convincing the CR users to leave the spectrum [5]. Several 
defense strategies have been reported recently [6-15].
In [6], the location information of the licensed PU transmitter 

was used to discriminate between the PU and PUEA signals. 
The authors in [7] have proposed Wald’s sequential probability 
ratio test (WSPRT) to detect the PUEA. Their work is based 
on analytical modeling of the received CR users’ power. The 
modified Neyman-Pearson (N-P) or log-likelihood ratio test 
(LLRT) was proposed in [8] and [9]. To improve the CSS 
performance and mitigate the impact of PUEA, the important 
attack parameters were estimated and then applied in LLRT. 
In [10] and [11] an intelligent PUEA was considered. In [10], 
the authors demonstrated that the intelligent behavior of an 
attacker results in a more harmful effect on spectrum sensing 
procedure. In [11], attack-aware threshold selection approach 
was reported. Four-level hypotheses were considered and 
optimal thresholds that minimize the total sensing error 
probability were obtained. In [12], an always present PUEA 
in a CR network was investigated. The spectrum sensing 
measurements of different CR users were combined at the FC 
and the combining weights were optimized with the aim of 
increasing the detection probability of PU signals under the 
limitation of a predefined false alarm probability. The effect 
of the channel estimation errors on the detection probability 
was also investigated. In [13], the game theory approach 
was suggested to defend against PUEA. Nash-equilibrium 
(NE) of the game was obtained and indicated that the NE 
depends on the attacker’s strategy. The analysis of statistical 
characteristics for the received power of the CR users was 
proposed in [14] to discriminate between PU and PUEA 
signals. The authors have considered three efficient scenarios: 
always present, probabilistic and adverse attacks. An optimal 
weighted CSS was introduced in [15]. The optimal weights 
were calculated by maximizing the CR sensors’ throughput 
while protecting the PU from interference with the PUEA.Corresponding author, E-mail: sharifi@bonabu.ac.ir
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In this paper, we investigate a CSS process in the presence of 
a PUEA. Each CR user independently senses the frequency 
band and then sends its sensing measurement to the FC. The 
measurement is the received energy of the CR user from the 
PU signal or the PUEA. The FC makes the global decision 
about the status of the PU transmitter by using an optimal 
threshold selection approach in equal gain combining (EGC) 
scheme. We have considered two different scenarios: Always 
present (AP) and spectrum sensing (SS) based emulators. In 
the AP attack, the emulator permanently sends fake signals 
in the radio environment. In SS based PUEA, the attacker 
senses its environment and searches the vacant frequency 
bands to transmit its fake signals. Assuming the attack 
strategy, we estimate normalized attack power factor (NAPF) 
to obtain an optimal value of the energy detection threshold. 
The parameter NAPF is defined as the ratio of the average 
emitted power of the attacker to the average power of the 
PU transmitter. Computer simulation results confirmed the 
superiority of the proposed method. 
The rest of the paper is presented  as follows: In section two,  
the system model, and the CSS process are described. Section 
three explains the estimation of the attack power factor. In 
section four,  numerical results are provided. Finally, section 
five  concludes the paper.

2- system model and cooperative spectrum sensing
In this part, we explain the suggested system model and briefly 
review the energy detection scheme for cooperative sensing. 
In the presented system model, we consider a wireless CR 
network with N number of CR users and a malicious PUEA. 
A malicious PUEA emulates the features of the PU signal to 
deceive the CR sensors to convince that the PU transmission 
is in progress. The proposed system model is shown in Fig. 1

In the proposed network model, a malicious PUEA is 
relatively located near the PU transmitter to sense the primary 
spectrum; consequently, the spectrum sensing error either 
caused by multipath fading or shadowing is ignored for the 
attacker. We also assume that the emulator is able to change its 
transmission power level. As mentioned before, two different 
strategies are investigated for the PUEA; AP and SS-based 
strategies. In AP attack, the malicious PUEA continuously 
sends its fake signals in the channel. In SS-based PUEA, 
the attacker performs spectrum sensing to identify vacant 
frequency bands and then only sends its signals in unoccupied 
frequency bands. The transmission process of the legitimate 
PU, AP-PUEA, and SS-PUEA are presented in Fig. 2.
The presence and absence of PU signal are respectively 
denoted by PUon and PUoff. Similarly, Eon and Eoff specify 
the presence and absence of the malicious PUEA signal, 
respectively. 

We adopt that each sensor uses an energy detector for its local 
spectrum sensing. Spectrum sensing is a binary hypothesis 
between H0 and H1 which includes  the hypotheses of the 
absence and presence of the PU signal, respectively. In the 
presence of the PUEA, two different AP and SS-based attack 
strategies can occur. In AP-PUEA scenario, the hypotheses 
can be written as: 
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If the local sensing time is partitioned into M sampling 
instants, the signal yj(m) received by the j’th CR user at 
sampling instants m=1, 2, … , M, in two different scenarios 
AP-Attack and SS-Attack can be respectively shown as 
equations (1) and (2) [16].
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where nj(m) is the additive noise at the jth CR user with zero 
mean and unit variance. Two parameters hpj(m) and hej(m), 
respectively denote the channel coefficients of the PU and 
the PUEA to the j’th CR user. We also consider block fading 
channels with constant channel coefficients in each sensing 
interval. Thus, m can be omitted from hpj(m) and hej(m). Two 
parameters ( )p px mγ  and ( )e ex mγ  are the PU and PUEA 
transmitted signals, respectively. pγ  and eγ  

are the power 
coefficients and xp and xe are assumed to be independent and 
identical distributed Gaussian variables with zero means and 
unit variances. The parameter NAPF ( ρ ) is also defined as 
the ratio of the average emitted power by the PUEA to the 
average transmitted power of the PU, that it is / .e pρ γ γ=
Obviously, a greater NAPF ( ρ ) indicates a more powerful 
PUEA.
Each CR sensor receives the signal from the M sensing 
instants. Then, the jth sensor calculates its energy Ej as:

2

1
.

M

j j
m

E = y (m)
=
∑                                                                      (3)

Based on  equations (1) or (2), Ej is the central Chi-square 
distributed random variable with 2M degrees of freedom. With 
regard to the central limit theorem, for a sufficiently large 

Fig. 1. Network layout

Fig. 2. The transmission process of the PU, AP-PUEA,
and SS-PUEA
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number of samples (i.e., M>10), Ej approximately follows 
a normal distribution. Each CR reports its measured energy 
to the FC and the FC combines all of the received energies 
to perform the global decision on spectrum occupancy. The 
decision statistic is as follows: 

1

1 .
N

N j
j

= E
N =

Λ ∑                                                                            (4)

The global decision is made at the FC by comparing NΛ  to a 
decision threshold T. If NΛ  is  greater than T, the PU signals’ 
presence is concluded; otherwise, null hypothesis H0 is 
concluded. The global detection and false alarm probabilities 
can be defined as:
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where the hypothesis H1 can be either 1H  or 1H  hypothesis. 
The global error probability Qe at the FC is written as follows:

0 1( ) (1 ) ( ).e fa dQ Q p H Q p H= + −                                                             (6)

In (4), the decision statistics NΛ  is also a normal distributed 
random variable. In AP-PUEA scenario, we have
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and in SS-PUEA strategy
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3- the proposed method 
Our objective is to resolve two different issues. At first, 
assuming the attack strategy (AP or SS), the parameter NAPF 
(attack strength) is estimated to obtain mean and variance of 
the Gaussian random variable NΛ . Then, the optimal value 
of threshold Topt is calculated to minimize the global error 
probability. In the primary  stages of the cooperative sensing, 
the calculated energies of all CR sensors are sent to the FC 
and the FC calculates the mean value of received energies to 
achieve the NAPF ( ρ ). 
The mathematical expectation of NΛ  is calculated as follows: 
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Considering the above equations, the values of unknown 
NAPF ρ  is estimated as
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Similarly, for SS -PUEA,







1

1

1

( ) ( 1) ( ) ( 1) ( ),

( 1) ( ) ( 1) ( ),

( ) ( ).

N e o p

p o p

p o p

M p H M p H

M p H M p H

M p H M M p H

γ γ

ργ γ

ργ γ

Ε Λ = + + +

= + + +

= + +

                         (13)
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Regarding the proposed system model and considering the 
attack scenario, two attack strategies AP-PUEA and SS-
PUEA do not occur simultaneously in the CR network. Thus,
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After the estimation of the parameter ρ , the FC obtains 
optimal threshold value Topt for minimizing the total error 
probability. The optimal threshold Topt, to attain the minimal 
global error probability Qe, is calculated as follows [17]:
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It should be noted that 1µ  corresponds to 1µ  or 1µ  and 1σ  corresponds to 1σ  or 1σ . 

4- numerical results 
We consider a CR network with N=12 cooperative sensors. 
Each CR sensor executes spectrum sensing with an energy 
detection method by M=30 samples. The prior probabilities 
p(H0) and p(H1) are respectively assumed to be equal to 0.8 
and 0.2. 
Figures 3 and 4 show the convergence of NAPF for two 
values 0.3 and 0.7 in AP-PUEA and SS-PUEA scenarios, 
respectively. The estimated values for attack factor ρ  
are converged to the constant values after approximately 
performing 200 stages of spectrum sensing. Hence, the initial 
sensing can be used as the first 200 sensing rounds to estimate 
the NAPF ρ .
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Fig. 5 displays the global detection probability versus the 
global false alarm probability in two attack scenarios AP and 
SS for ρ =0.3, 0.7. The average SNR between PU and CR 
users is set as -10dB. As shown in the figure, for a constant 
value of Qfa,

  the AP-PUEA has a higher detection probability 
than that of the SS-PUEA. The reason is that in AP strategy 
the fake signal occurs in both idle and busy frequency bands. 
Thus, it would be an assistance signal for CR user energy 
detection to detect PU signals. More clearly, the simultaneous 
presence of the fake signals with the PU signals causes a more 
powerful signal to be received by the CR users, and hence the 
detection probability Qd

 
is increased.

Fig. 6 indicates the global detection and false alarm 
probabilities versus NAPF. Obviously, for a larger value 
of ρ ( ρ ~1), two hypotheses H0 and 1H  cannot be easily 
distinguished. In other words, two conditional probabilities 

0( )Np HΛ  and 1( )p HΛ  are almost identical and the global 
false alarm probability is remarkably increased. As explained 
before, the AP-PUEA causes a high detection probability 
compared with SS-PUEA.   
In Fig. 7, the effect of received SNR from PU is studied in three 
different states; No-attack, AP-PUEA, and SS-PUEA. Two 
normalized attack factors ρ =0.3 and ρ =0.7 are considered. 
It can be observed that the global error probability is increased 
by increasing the SNR, especially for larger values of ρ . The 
reason is that without any defense strategy the presence of 
PUEA signals is not considered and the optimal value of the 
threshold is obtained based on noise variance. When SNR 
increases (noise power reduces in simulation) the global 
false alarm increases and consequently, total error probability 
under PUEA is increased in higher SNRs.  
Fig. 8 demonstrates the global error probability versus NAPF 
for AP and SS scenarios with SNR=-5dB. As shown in the 
figure, in the AP and SS attacks, the global error probability 
is increased by  increasing the NAPF and the error probability 
of SS-PUEA is almost higher than that of AP-PUEA. As 
mentioned before, for a constant value of normalized attack 
parameter, the AP and SS attacks have identical false alarm 
rate, whereas; SS-PUEA has a lower detection probability 
than that of AP-PUEA. By contrast,   by the proposed method, 
increasing NAPF leads to a small change in the rate of total 
error probability. 
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Fig. 3. The convergence of normalized attack power factor 
(NAPF) in AP-PUEA (ρ=0.3)
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5- conclusion
Primary user emulation attack (PUEA) was studied in 
cognitive radio (CR) networks. Assuming the attack strategy, 
the received reports of the CR users were used to estimate 
normalized attack power factor (NAPF) to obtain an 
optimum value of threshold that minimizes the global error 
probability. The parameter NAPF was defined as the ratio of 
average emitted power of the malicious PUEA to the average 
power of the legitimate PU. Two different attack strategies 
were investigated for the PUEA; Always present (AP) and 
spectrum sensing (SS) based attacks. It was concluded that 
without any defense strategy, the SS based emulator is a little 
more harmful than AP-PUEA. In addition, from the attacker’s 
point of view, the AP strategy cannot be a practical choice 
due to more power consumption. Numerical results validated 
the efficiency of the proposed approach compared with the 
conventional method.   
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