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directly and without relay aid and in the RT protocol, D2D pair use from relay for communication. In

ABSTRACT: In this paper, we investigate the trade-off between reliability and security in a device
to device (D2D) network including a pair of D2D, an untrusted relay, and a jammer. The untrusted
relay is used as aiding to D2D communications but due to untrusting the relay, data protection from

this paper, first, secrecy outage probability (SOP) and intercept probability and then trade-off between  Keywords:

reliability and security presenting the closed-form relations for two protocols are investigated. Simulation .\ Hoviee
results show the reliability of analytic relationships and show that in a steady intercept probability, DT Int ¢ Probabilit
. . L . . . . ntercept Probabili

protocol into RT protocol has a higher reliability. Also, the simulation results show that in RT, intercept P Y

probability is lower into the DT protocol and consequently security increases in RT into the DT protocol. Physical Layer Security

Also the results confirm that increasing security increases the likelihood of loss of communication, and ~ Security and Reliability Trade-off

increasing the likelihood of reliable communication reduces communications security.

Secrecy Outage Probability

1- INTRODUCTION

Due to the nature of wireless networks, information
signals exchanged between legal transmitters and receivers
can easily be available to eavesdroppers; so data security is
a vital issue in wireless communication networks. Recently,
physical layer security (PLS) has been paid much attention.
In [1], a cellular network based on a two-way untrusted
relay has been considered in presence of an external jammer.
Considering the physical layer security, network security rate
has been improved. In [2], a wireless network including a
transmitter, a receiver and an untrusted amplify-and-forward
(AF) relay has been considered which use of destination
based cooperative jamming (DBCJ). In this reference, outage
probability has been investigated and indicated that optimal
power allocation (OPA) compared to the allocation of the same
power, is resulted to reducing network outage probability.
Unlike the cellular network, PLS in device to device (D2D)
communication hasn’t been paid much attention. In [3], a
vast study about D2D communications and their taxonomy
has been done and in [4] D2D communications security has
been investigated comprehensively. References [5] to [10]
have researched PLS in D2D communications. In [5], D2D
pair can work in underlay or overlay states. By calculating the
probability of outage and confidential capacity in each mode,
it's determined that physical layer security can be controlled
with mode selection. In [6] a D2D pair, communicates directly
*Corresponding author’s email:abm125@aut.ac.ir

or using trusted relay. The D2D transmission capacity has
been calculated for underlay and overlay states and indicated
that the more relay density the more D2D transmission
capacity. In [7], a D2D network is considered. D2D pair acts
in both states of direct and relay communication. Available
sum rate in both cases is calculated and shown when the
conditions of the communication channels are good, the use
of the relay can raise the rate of the sum. In [8], physical layer
security in a D2D network is investigated using untrusted
relay. Considering with and without jammer states of ergodic
secrecy rate (ESR) of network was calculated and shown that
the presence of the jammer provides more security for the
physical layer.

References [9] to [16] have been made to study the
reliability and security of cellular networks. Ref. [9] examines
the possibility of connection outage probability (COP) and
secrecy outage probability (SOP) in a relay network. Then
security and reliability trade-off (SRT) is considered. The
simulation results show that the use of a jamming signal
increases network security and, as security increases, network
reliability decreases. In [10], a relay selection plan is provided
that the transmitter and receiver communicate through a relay
in the presence of an eavesdropper. This plan in single and
multi-relay states is investigated. The simulation results show
that the more relay numbers the less intercept probability.
Ref. [11] has studied the SRT in a cyber-physical cooperative
system. They have investigated the probability of cutting off
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Fig. 1. Relaying between D1 and D2 via untrusted amplify-and-forward (AF) relay in the presence of a jammer for DT and RT
protocols

the communication and intercept probability in two states of
direct and relay communication using DBC]J. The simulation
results show the direct communication increases the SRT and
relay using state decreases the SRT. Ref. [12] considers two
sources which communicate through an untrusted relay with
together and investigates the probability of communication
cutting off and intercept probability for without and with
jammer states. The simulation results show that using a
jammer decreases the intercept probability but increases the
cutting off probability. In [13], one source and one destination
communicate through many trusted relays in presence of an
eavesdropper with together. By selecting the best relay, outage
and intercept probability and also trade-oftf between these
states are investigated. The simulation results show that the
best relay selection plan, results to improving the SRT and
whatever the relay number gets high, the SRT gets better. Ref.
[14] has considered a communicative network including an
origin, a destination, many trusted relays and an eavesdropper.
In this reference, an opportunistic relay selection plan has
been proposed and SRT analyzed. Then opportunistic relay
selection plan results in SRT improvement and by increasing
the relays number, intercept and outage probability decrease.

In Reference [15], the SRT in the IoT (internet of
things) network in untrusted and selfish relay-assisted D2D
communication has been evaluated. In this scenario, the
relay is both untrusted, trying to eavesdrop information, and
selfish, using available resources only for relaying its own
packets. The SRT is examined both in the instantaneous state
when channel state information (CSI) is available and in the
statistical state when CSI is not available.

In this paper, despite the [9] to [14] which investigate
the security analyzes and reliability in cellular networks, we
will study the SRT in D2D transmission. For this purpose, an
overlay D2D pair is considered which transmit with together
through an AF relay and in presence of a jammer. Also, in
contrast to [15], which only considered the relay protocol, this
paper examines both relayed and direct transmission between
D2D pairs. Despite [10], [12] to [14] which have considered a
trusted relay, in this paper an untrusted relay has been used.
Based on this fact that the D2D pair transmission is directly
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established or used with an untrusted relay, two protocols
are considered for the system: 1) Direct transmission (DT)
protocol and 2) Relay transmission (RT) protocol. For each
protocol, the first step is to analyze the outage probability
and intercept probability, and new package relationships
are achieved. Then, the compromise between security and
reliability is studied analytically by providing closed form
relationships. Numerical simulations show the validity of
analytical results and show that the higher the reliability of
the network, the lower the network security, and vice versa.

The rest of this paper is organized as follow. In Section
2, system model is presented. In Section 3 and Section 4, we
provide the performance analyses of the SOP and the intercept
probability in two protocols, respectively. In addition, in
Section 5, the SRT will be studied. In Section 6, the trusted
relay scenario and the calculation of the SOP for the two
protocols are discussed. In Section 7, the numerical results are
given, and then, we conclude this paper in Section 8.

2- SYSTEM MODEL

The system model includes a D2D transmitter (D1), a
D2D receiver (D2), an untrusted AF relay, and a jammer.
Similar to [1], jammer is considered as output power seller
which becomes active for improving the security in network.
All nodes act as half-duplex.

The Gaussian channels are complex and from D1-
to-D2, Dl-to-relay, relay-to-D2, and jammer-to-relay,
are respectively shown h, ~CN (0 ﬂlz) h, CN(O ylr)
h,, CN(Oxuz) and h, “‘CN(OH )’Where Hyo o My
, and M, are channel gams between the D2D pair, D1 and
relay, the relay and D2, and the jammer and relay, respectively.
Additive white Gaussian noise (AWGN) in each receiver is
n, (me{r,d}) with zero average and N, variance. Transmit
power }Dn each node is P and transmit power to noise ratio
is A ’F where 5 e {1 [ J} Channel gain is Ay _|hk1|
where define ask,l e {1 2,r ]} For this network, two direct
transmission (DT) protocol and relay transmission (RT)
protocol are considered.

In this study, D2D pair in overlay state have considered
and doesn’t receive any interference from cellular network
[3]. In addition, with the assumption of distributing the cell
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spectrum vertically between D2D users, the interference from
other D2D users, which probably use the same resources as
the D2D pair, is not entered in the D2D pair [5]. In Figure 1,
the DT and RT protocols are represented. In the following, we
will describe the two protocols

A. DT PROTOCOL

In the DT protocol, the D2D pair communicate with
together directly, and an untrusted relay appears only in the
role of eavesdropper. In this way, D1 sends a signal to D2,
which is also received by the relay. To prevent eavesdropping
in the relay, the jammer generates a jamming signal
simultaneously by sending message signal by D1. If we
supposed X and X, are transmitted signals from D1 and
jamming signals respectively, the received signal in the relay
and D2 are respectively expressed as:

\/7}1“ X, +yPh,x; +n,., (1)
D :\/F]huxs +n,. (2)

So,signal-to-interference-plus-noise ratio (SINR) in
relay and signal to noise ratio (SNR) in D2 are respectively
presented as follow:

plﬂq

Vr /1
(3)
;Lzﬂv if SNR > 1,
Pk P
B[
=l — o, @
Vb N, J v

where in Eq. (3), 7 and approximation of this
relationship with hypothe31s high SNR (p A, > 1where
ne{l,r,j} and k1 {1,2,r, j}) are resulted.

B. RT protocol

In the RT protocol, the D2D pair communicates through
untrusted relay, and according to Fig. 1, message transmission
is achieved in two phases. In the first phase, D1 sends a signal
to the relay, and simultaneously the jammer sends a jamming
signal to the relay. In the second phase, the relay sends the
received signal from the first phase to D2. Assuming that
x, and x; are the signals transmitted from D1 and jammer
respectlvely, the received signal in the relay in the first phase
is expressed as:

R=\/F]hlrxs+ Ph,x +n,. (5)

The relay, after receiving the D1 data, amplifies and sends
itas x, =Gy,, where G is the relay’s amplification factor,

and is calculated from the following equation:

G= £ . ©)

2
+ P,
J

So in the second phase, the received signal in D2 is
calculated as follows:

Yp =Xgh, +n,

=Gh, (

=Gyyh., +n,

\/_hj,xj +n )+nd )
=G\[Bh,h.x +G
=G\[Rh,h,x, +Ghn, +n,.

1r"s

P h,h,x; +Gh,n, +n,

It is noteworthy that Eq. (7) is calculated with the
assumption that the pre-shared jamming signal is known
to the jammer and D2 but is unknown to the untrusted
relay. Therefore, D2 can omit the jamming to extract more
information [1].

Now, using Egs. (5) -(7), the SINR in the relay and D2 are
obtained as follows, respectively:

2

1)1 |hlr

plﬂq -
A,

V=

plﬂ'lr :ﬂ

v if SNR>1,
Pty P

2

Yp=

2

h

r2

’ +Pj|hjr|2 +NO)

BB, |

(Bl

1

r r

Plh.[ Pln,| (8)

r2 Jr

N,

0

N, +1

N,

0 0
— plprﬂh r2
plj'l +pr r2 +p]ﬂ’jr+1

— plprﬂ'lr T2
plﬂ17+pr r2 +pjﬂ’]r

Z:L’%V if SNR > 1. o)
pVHP, TP

jr

where in Eq. (8) and Eq. (9), v is calculated similar to Eq.
(3), and the approximation of these relations is obtained by
assuming a high SNR.
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3- PERFORMANCE ANALYSIS
OUTAGE PROBABILITY

In order to ensure that the data is sent successfully to
the destination, the instantaneous secrecy rate must be
higher than the threshold of the data rate. The probability
that the instantaneous secrecy rate is lower than the optimal
information rate is called the SOP, which is displayed with
P . In this section, the probability of secrecy outage for

out *

both DT and RT protocols is investigated.

OF SECRECY

A. DT Protocol
The instantaneous secrecy rate in the DT protocol is as
follows:

DT DT _ yDT
Rs =1 12 -1 1r 2 (10)

where [ ST and [, IL:T are the mutual information between
D1 and D2, and between D1 and relay, respectively, obtained

by the following relationships:

15" =log, (1+y,)=log,(1+ p4,), (11)

PAy)

J

"=log, (1+y;)=log,|1 (12)

Now, if R is the target transmission rate, the SOP is as
follows:

P =Pr{R’ <R} =Pr{I) - 1" <R}

out

P

v]<R}
Pj
(1+p1j12)

[1+p‘vj
2

Pj
F_1
} if vl

:Pr{log2 (1+plﬂ12)—log2 [1+ (13)

(1 + P )
[1+p1vj
pj

Pr{(1+plﬂ12)<2R}=Pr{Z“<

[2“—1} [ 2“—1J
— |=1l-exp| - .
pl pIﬂIZ

The approximation of the above equation is obtained by
assuming v <<l or 4, > A4,

From Eq. (13), the following result follows:
1)The probability of secrecy outage in the DT protocol
depends only on the gain of the channel between the D2D
pairs, so that if the channel gain between the D2D pairs
increases, the confidential outage probability decreases.
2)As the transmit SNR increases, the SOP decreases.
3)As the optimal transmit rate increases, the SOP increases

=Prqlog, <R;=Pr <2f

=F,

Az
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as well.
B. RT Protocol

In the RT protocol, data transfer takes place in two phases.
Therefore, the rate of confidentiality is calculated as follows

[1]:

RSRT = ‘:%logz CI):| ,

] D
where ©= 1:; and [x]" =max {0,x} .
Therefore, the SOP in the RT protocol is obtained as
follows:

(14)

7p

i

1 1+
P —Pr{R* < R} =Pr{max4{0,—lo
out { s } 2 gz 1+

= Pr{llog2 7y < R} = Pr{M < ZZR}
2 I+, I+,
1+ plpr/;'/rzv
VP, /{_2 +p;
=Pr Z <2
1+ P pl
p/'

= Pr{l +W] < 2”} if (v <L, > i,_z)
P
2R _ 2R _
= Pr{ﬂ,2 < pl(21)} = Pr{ﬂyz < M v}
A% PPV
P (ZZR _1)
PP Y

ol

Py (22%41) 2R
2Pty 7 1 Pt (2 71) )
2 PP,

(15)

=l-e

where the approximation of the above equation is obtained
by assuming v <1 or A, >4, as well as 4, >4,
. In other words, the relay-jammer distance is much longer
than the relay-D2D pair distance. Also, W is the Wittaker
function, calculated as follows in [16- Eq. 9.224]:

w

1
—+ I
ML

1 o
“e [(1+e)" erdt =2 % Jt“e"dt (16)
0

From (15), the following result follows:
1)The SOP in the RT protocol is increased by increasing the
channel gain between the jammer and the relay and decreasing
with the increase in the channel efficiency between the relays
with D1 and D2.
2) As the transmit SNR increases, the SOP decreases.

It should be noted that the calculation of Eq. (15) is in
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Appendix A.

It is worth mentioning that, to maintain confidentiality,
as in [17] and [18], secrecy coding was used. To make codes
secret, sending confidential information, the transmitter
sends additional information about the codeword as well. If
the codeword rate is R, and the information confidentiality
rate is R, the total rate sent by the transmitter would
beR = (RC - RS) In this case, the cost to maintain
confidentiality against information eavesdroppingis R, — R,
. Also, if the main and eavesdrop channel capacities are C,
and C, respectively, then C, < R <C, to prevent

zconfidentiality outage.

4- PERFORMANCE ANALYSIS OF
PROBABILITY

The probability of eavesdropping happens when the
capacity of the main channel decreases from the capacity of
the intercept channel. In this case, an untrusted relay can
eavesdrop the signal. The probability that an untrusted relay
can successfully eavesdrop the signal is called the IP, which
is displayed with P, . In the following, the IP for the two
protocols, DT and RT, is investigated.

INTERCEPT

A. DT Protocol
The intercept probability in the DT protocol is as follows:

anzr =Pr{10g2 (1+;/R) > R} =
Prilog, 1+20 |> R

P
=1-Pr{| 1+ 20y |<2*

Pj

:l—Pr{v<&(2R—l)}

17)

P
=1-F | ZL(2% -1
”[pl( )J
_ M, .
#]r+%f(2R_1)#jr

The calculation of Eq. (17) is given in Appendix B. Eq. (17)
shows that as R increases, the intercept probability is closer
to zero. Also, as the channel gain between the relay and the
jammer increases, the intercept probability to zero and the
greater the channel gain between the relay and D1 increases,
the intercept probability is closer to 1.

B. RT Protocol

Given that the intercept probability in the RT protocol
is calculated as R,,,=Pr{%logz(1+n)>1?} and given that ¥, is equal
in RT and DT, the intercept probability in the RT protocol,
like the DT protocol, is obtained by the difference in the R
coeflicient as follows:
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lulr

A, +I:(22R _l)lujr

RT

int

(18)

From Eq. (18), conclusions are derived such as Eq.
(17). Also, in Eq. (18), the more the R is, the lower the
eavesdropping of the relation with Eq. (17) doubles.

5- ANALYSIS
TRADE-OFF

Reliability means that the sent data is sent successfully
from the source to the destination, and security means that we
trust that the sent data from the source remains confidential.
Some issues, such as increasing transmitter’s transmit power
or decreasing transmitter data rates, can increase network
reliability, but network security is at risk. So there must be a
trade-off between reliability and security. In this section, for
each of the DT and RT protocols, the SRT is examined.

OF SECURITY AND RELIABILITY

A. DT Protocol
By combining Eq. (13) and Eq. (17), the SRT for the DT
protocol is obtained as follows:

My, ((P”gr )_l _1)
POZT =1l-exp| — s (19)
Pt
P[}gT — ILllr (20)

_ PDT

out )
From Eq. (19) and Eq. (20), the following result follows:

1)SRT is independent from R .

2)As the transfer SNR increases, the SOP decreases and the

intercept probability increases.

3) If por —, othen pPT _;1and vice versa.

My, = Pk M, ln(l

B. RT Protocol
By combining Eq. (15) and Eq. (18), SRT for the RT
protocol is obtained as follows:

()" 1)

2P t2

1)

RT
P — 1 _ PrHeo

out

e (21)

From Eq. (21), the following result follows:
1)Like the DT protocol, in this protocol, the SRT is
independent of R .
2)As BftT increases, B}itT decreases and vice versa.
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6- TRUSTED RELAY SCENARIO

In this scenario, the D2D pair exchange information using
a trusted relay, therefore jamming is not necessary. Similar to
the untrusted relay scenario, this scenario was examined in
both direct communication and relay communication.

A. DT Protocol

In this mode, the D2D pair communicate directly and the
relay plays no role in the exchange of information and while
intercepting the information, it is trusted. In this case, the
signal received in the trusted relay is:

yR = \]Rhlrxs +nr' (22)
The signal received in D2 is similar to Eq. (2).

So, the SNR in the relay is:

2
VR :M: o (23)
N,

The SNR in D2 is also similar to Eq. (4).

B. RT protocol

In this mode, the D2D pair communicates through a
trusted relay in two phases. In the first phase, D1 sends the
signal to the relay and in the second phase, the relay sends the
signal received in the first phase to D2. Therefore, the signal
received in the relay in the first phase is obtained similar to
Eq. (22) and the relay’s amplification factor is calculated as
follows:

P
- (24)

1)l|hlr2+N0.

Also in the second phase, the signal received in D2 is
calculated as follows:

Vp =Xgh,+n, =Gyh,+n,
=Gh, (\/Flhlrxs +n, ) +n, (25)
= G\/FlhrZhW’xs + Ghr2nr + nd'

According to Eq. (22), the SNR in the relay is obtained
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similar to Eq. (23). Also, considering Eqs. (24) and (25), the
SNR in D2 is obtained as:

2 2

GBI |h,
G?|n,|'Ny+N, P

a0
ol Ny + Ny (R

h,|
h

D

4 NO) (26)

1r
BR|n, [ |h,.[

PP A
N2 th22+Pl h1,2+1 P, +p A, +1
‘ N, N,

_ PP s ~ PP if SNR > 1.

pl+pr'9+L pl+prlg

»

In Eq. (26) 9= ’LZ/ and is approximated by assuming
high SNR. A

We will now proceed to calculate the SOP in both DT
and RT protocols.

6-1 SOP in DT protocol:

Since the relay is trusted and there is no eavesdropping
in the system, the instantaneous secrecy rate is the rate that
reaches D2 and is obtained as:

DT _ yDT
R, =1, , (27)

where [ 1[2)T is obtained as in Eq. (11). In this case, SOP
assuming that the optimal transmission rate is R is achieved
as follows:
Pl =Pr{R’T <R} =Pr{1) <R}

out,T

= Pr{log2 (14 pA,) < R}
Pr{(1+pd,) < 2"} =Pr{ﬂ1z <
[2" —1] [ 28 —1]
=F,, =1-exp| - .
P Pith,
Eq. (28) is obtained like Eq. (13) except that Eq. (28) is exact

but Eq. (13) is obtained by approximation. Therefore, the results
obtained in Eq. (13) can be applied to Eq. (28).

2R —1} (28)

1

6-2 SOP in RT protocol:
In this scenario, since the data transfer is in two phases and
there is no eavesdropping, the secrecy rate is calculated as:

1
R = Elog2 Vb (29)
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Fig.3. Comparing intercept probability versus transmit SNR ( p) in [dB] for both DT and RT protocols.

Accordingly, SOP in the RT protocol is calculated as follows:

P =Pr{R <R} =Pr{%log2(l+yn)< R}

=Pr{l+y, <22R}=Pr{1+7plp"l'2 <2“?}

pi+p9

Pril, <

2R _
Pr{lﬂ _(arp9)(2" 1)

PP,

P,

(o +p,9) (2" *1)}

g

ES[FE [Lplwrv&(z“—l)D
” PP,
=1_E9[exp[_wﬂ

PPy

2281} (22R-1
1 22k _q ei(ﬂ,.u,z)e(ﬂ‘,u., )E (7 2R 71)
Py, ' P,

(30)

The proof of Eq. (30) is mentioned in Appendix C.
From Eq. (30), the following result follows:

1) The probability of a secrecy outage decreases by increasing
channel gain between the relays, and D1 and D2 (g, and g, ),

and the increase in g, is greater thanin g , .
2) Increase in transfer SNR decreases SOP.

Note that since the relay is trusted, probability of eavesdropping
is not important, and in the trusted relay scenario calculation of

SOP suffice.

7- NUMERICAL RESULTS
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In this section, we will examine the simulation results in two
protocols, DT and RT, to verify the validity of the calculated
relationships. In this study, D1, D2, untrusted relay and jamming
are assumed to be located at (-1, 0), (1, 0), (0, 0) and (0, 0.2) points,
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respectively. The waste path component is considered n =2
and the channel gain between the iand j nodes is changed to
py;=d; ", where d j s the distance between the nodes land j.
The system data rate is R =1and assumes that p, = p = p;=p
and ﬂ’jr > (ﬂ’lr’ /17'2) °

Fig. 2 shows the intercept probability in terms of transmit SNR
( p) for DT and RT protocols. The results show that they follow the
analytic relations well. Simulation results show that the higher the
transmit SNR, the lower the SOP in both protocols. In addition, with
the increase of transmit SNR, the SOP in the DT protocol begins
to decrease initially and decreases in higher rate more than the RT
protocol, while in the RT protocol, the SOP in transmit SNRs is a
lower than one and it begins to decrease with increasing transmit
SNR and about p =104Blater on. In other words, reliability in the DT
protocol is greater than the RT protocol, and this reliability increases
with increasing 0 in both protocols.

In Fig. 3, the intercept probability in terms of transmit SNR (p)
for both the DT and RT protocols has been investigated. On this
basis, it is seen that the intercept probability in both protocols
in a higher SNR reaches a constant value of less than one. This
value is lower for the RT protocol than the DT protocol, which
indicates that the intercept probability in the RT protocol is
lower than the DT protocol. In other words, security in the RT
protocol is more than the DT protocol. Also, in both protocols
for probing more than p=154B, the intercept probability is
fixed and the simulation results are as valid as the analyzes.

Fig. 4 shows a trade-off between the SOP and the
probability of eavesdropping for the DT protocol. It is noted
that the probability of eavesdropping decrease, the intercept
outage probability increases. In other words, increasing the
security increases the probability of loss of communication,
and increasing the probability of secure communication
reduces the security of communications.

Fig. 5 shows the trade-off between the SOP and the

intercept probability for the RT protocol. As much as DT
protocol, as the intercept probability increases the SOP
decreases. For example, P, =107 is more secure than P, =10"
, but the probability of loss of communication becomes
higher. Therefore, there must be a trade-off between security
and reliability.

Also, by comparing Figs. 4 and 5, it can be seen that in
a defined intercept probability, the SOP in the DT protocol
decreases as compared to the RT protocol. This indicates that
with a defined security, the DT protocol is more reliable than
the RT protocol.

In Figs. 6 and 7, SOP of the trusted and untrusted
relays are compared in DT and RT protocols, respectively.
It is worth mentioning that the location of nodes and other
simulation parameters are considered the same for the trusted
and untrusted relay scenarios. Simulation results show that
in both protocols, the SOP in the trusted relay scenario is
lower than in the untrusted relay scenario, and the difference
is more significant in the RT protocol. Since the DT protocol
does not use a relay for communication, the untrusted relay
that appears in this protocol as the eavesdropper, does not
make much difference. However, in the RT protocol in which
a relay is used to assist communication, the existence of a
trusted relay greatly decreases the SOP and with the increase
in SNR this decrease occurs more rapidly.

8- CONCLUSION

In this paper, the SRT in a D2D network was investigated.
In the system model, an AF untrusted relay can be involved
to assist the D2D communication. Furthermore, a jammer
may help to improve the secrecy performance. Based on the
dual role of the relay in the form of an eavesdropper and D2D
communication facilitator, the DT and RT protocols were
investigated. For this purpose, first, for two protocols, the
SOP and the intercept probability was analyzed by providing

175



M.zanlouet al., AUT J. Model. Simul., 52(2) (2020) 167-178, DOI: 10.22060/miscj.2020.17653.5190

the closed form relations. Then SRT was examined by
providing closed relationships. The simulation results showed
the correction of analytic relationships and provided a good
insight into the design of D2D networks with trading-off
between reliability and security.

APPENDIX A

Assuming that 7 (x) is the probability distribution (cdf)
function of the random variable (rv) X and the probability
density function (pdf) for 4., follows the exponential
distribution f)”(x):(( VA )6/], F, is obtained in Eq. (15) as
follows: N

(22% _q py(2%1)
F, [M\J = _[0 o fa,z (X)dx
PPV (A.1)
py(22%1) x (22% _q
:J‘ PPV (LJ@ yﬂdx:l_exp _M A
0 Mo PPV

To obtain Eq. (15) with the definition of v-%- , and
assuming that the probability density functions for A,
and 4, follow the exponential distributions ~.-(%, J-”* and
1.+ %, )7, the probability density function v is calculated as

follows:

£o(3) =2 F () = Z(Priv < x})

A

:%L’“J‘D‘".ﬂ,, («)f,, (B)de d g

I[W]f (prap |

“ 20
(ot
e,

where A, is derived from the independence of A,, and ﬂjr
. Also, A4, follows [16-Eq.0.410], and A, obtained after
inserting pdfs of A, and A, and using [16-Eq.4.381.4].
Accordingly, we have:

2R _ 7*’1(2”4)
E, {exp[—pj (2 1)}}"’;"6 PP f (x)dx

PP,V
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= &J.we PPty X dx
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=e .
a0 PP

2
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where A, is obtained from the pdf placement of the
function v and Eq. (A.3) with respect to [16-Eq. 3.471.7].

Appendix B

With the definition of N:%and v:%"(z“l) and assuming
that the probability density functions for A4,, and 4. follow
exponential distributions 7. -, e and rw=( g, s we
have:

F,(v)=Pr{N<v} =Pr{j:" Sv}:Pr{/llr Swljr}
A b=

b, (vl 2ot b)) 5, (5, (05,

= Pr{/?,lr <va,

(B.1)

:1_ ,Lllr
P (Hr
R e VAR Y V7
l pl( ) ’
APPENDIX C

Similar to Appendix A, assuming F.(x) as the function
of probability distribution of the random variable X and the
probability density function for A, follows the exponential
distribution ﬂ,,(x):( %,)e/, in Eq. (30) fAF2 is obtained as:

(,o1 +pr19)(22R —1)
PPy

(p+p.9)(2" 1)
- j  Aae

, o, (x) dx

(o1 +Py'9)(22R _1) 1 —x (Cl)
= J. PPy (_j e”’z dx

F,

r2

0 /’lr2
) (2 -1
:1—eXp _(pl+pr )( ) ,
plpr/'er
T

o obtain Eq. (30) by defining 9:% assuming that the

probability density functions for 4 and 4. follow the
exponential ~distributions 7, (9-(, )7 and % @=(%, )
respectively, the probability density function is calculated as:
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£o(x) =2 F, (x) =2 (Pr{9 <))
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The value of C| is obtained by A, and A, being
independent. Also, C, is based on [16-Eq. 0.410] and C; is
obtained by inserting pdfs A, and A_,and based on [16-Eq.
3.353.3].

Accordingly, we have [16-Eq. 3.353.3]:

2R _ (prn )
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where C, is obtained by inserting pdf 9 .
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