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ABSTRACT: Recently, a serious problem in communications is security. Hiding
data is one of the most important security techniques. Steganography is the art and
science of hiding information in a cover media. Texts are the most usual method
of communication and so they are very suitable for cover objects. In this paper, we
give a new technique for text steganography. There exist different models, such as
RGB, HSL, HSV to determine a color. The main goal of the proposed algorithm
is the fact that some different but very similar colors in RGB have the same code
in HSL. We use this fact to hide data. For this purpose, first we find a color B′

in RGB, which is very similar to black in such a way that they have the same
code in HSL. Then, by changing the color of each character of the text to black or
B′, we conceal the information. We will show that the capacity of this method is
better than some other methods of text steganography, and then we show that the
invisibility of this algorithm is very high, which is the most prominent feature of
the proposed technique.
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1. Introduction

Steganography is the art and science of hiding communication of secret information, which is hidden in ordinary
cover media such that the suspicion of the eavesdroppers is not arisen [28]. Among all of the known cover objects,
the text is the most suitable, because of its great prevalence and its very common use in communications [38].

Text steganography is divided into three categories: linguistic, coverless, and structural text steganography.
The third one is also divided into three categories. Feature-based text steganography is one of them, which hides
the secret information by changing the feature of cover text such as RGB code (color), font, style, size, character
spacing and others [36]. The four criteria for evaluating the efficiency of text steganography algorithm are security,
invisibility, capacity, and robustness. Invisibility means that the hidden data has not caused noticeable or visible
distortions that visual attacks can detect. Capacity refers to the amount of secret data hidden in the cover
text. Robustness is the ability of the hidden data to withstand attacks, such as rotation, cropping, added noise,
compression, and so on [36]. The purpose of this article is to present an algorithm for hiding information in a text.
A steganography method is secure when it is resistant to attacks such as visual, structural, and statistical attacks.
In this method, either the color of a character is not changed, or it is changed to a color which is very similar to
black. So the difference between the cover and stego texts is very low, and they are almost identical, which seriously
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increases the invisibility. Therefore, visual attacks are not applicable to this method and suspicions of attackers are
not arisen.

In Section 2, we point out a few related methods for text steganography. In Section 3, we give a brief description
of the color system models. In Section 4, we present the hiding algorithm. In Section 5, the recovery method is
presented. Experimental results and analysis of the security of the algorithm are presented in Section 6. Finally,
in Section 7, we give the conclusion.

2. Related Works

Despite the difficulty of text steganography, many researchers have presented interesting methods, and especially
they try to give some techniques in feature-based steganography for the improvement of the capacity and invisi-
bility. Some of these methods use the embedding of special characters such as non-breaking space (A0) to conceal
information [17]. In [8], this method was improved using the Chinese remainder theorem. In these papers, they
embed A0 between words and characters to cover information. The capacity of this method is good, but some text
editors show these kinds of characters. Also, by embedding special characters in the cover text, the size of the file is
increased and by re-typing attack, the suspicion of the attacker has arisen. In another method for hiding data, the
punctuation marks are used in wrong places to conceal the information ([30], [32]), but using them in wrong places
raises the suspicions of attackers [7]. Also, the capacity for embedding of this algorithm is low. In [20] and [21],
the secret message is embedded by a change tracking technique in Microsoft Word Documents, again the capacity
of this scheme is low. In some methods, the secret message is embedded in a cover text, using the synonym of
some special words in the cover text. Embedding the information in the animations of a powerpoint file is another
method of steganography [40]. Another method for text steganography is SMS-Texing language which is a combi-
nation of abbreviated words used in SMS [31]. However, using the complete form of a word and its abbreviation
simultaneously in a text can raise the suspicion of attackers. Another method is the use of white spaces of the
cover- text, for example, spaces between words or enters at the end of lines. In [42] the authors worked on justified
texts and for making more security they used the hash algorithm. In some methods, the space character is used to
embed the secret message (for example see [27]). In [15], a stego-system was introduced which is based on justified
text in a pdf file where the algorithm can be used on printed pages. Also, another method about justified text was
presented in [14]. In [12], the secret message is embedded by changing the color of invisible characters.

Another algorithm is the use of forwarded mail platform and RGB code to hide data [16]. Later in [23], this
algorithm was improved by using LZW code. Also, in [11], this algorithm was investigated and improved. The
algorithm of changing color to conceal the information was investigated in [36] and [26], too.

3. Color Models and Color Difference

3.1. RGB and HSL Color Models

There are some color models, such as RGB, HSL, HSV and so on. RGB is an additive color model in which red,
green, and blue, called primary colors, are added in many different ways to create a wide range of colors. Levels
of R, G, and B can range from 0 to 255. This range is equivalent to the range of binary numbers from 00000000
to 11111111, or hexadecimal numbers from 00 to FF. Therefore, the total number of colors that can be created is
256× 256× 256 or 16, 777, 216. HSL is another model for representation of colors. The name HSL is derived from
the first letter of the three words, Hue, Saturation, and Lightness. In HSL color model:

• H is the hue which is measured in degrees of the color circle. H can range from 0◦ to 360◦. We note that 0◦

means red, 120◦ means green, and 240◦ means blue. Yellow, cyan, and magenta are also in 60◦, 180◦, and
300◦, respectively.

• S is the saturation percent. S determines the color saturation percentage (%), starting from 0% which is a
shade of gray to 100% full saturation.

• L is the lightness percent. L specifies the brightness of the color as a percentage (%), 0% means black and
whatever goes to 100% becomes white. We note that 50% is normal.

By [10], the conversion formula from RGB to HSL is shown by the following equations:

R′ = R/255, G′ = G/255, B′ = B/255,

Cmax = MAX(R′, G′, B′),

Cmin = MIN(R′, G′, B′),
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∆ = Cmax − Cmin,

H =


60◦ ×

(
G′−B′

∆ mod 6
)

Cmax = R′

60◦ ×
(
B′−R′

∆ + 2
)

Cmax = G′

60◦ ×
(
R′−G′

∆ + 4
)

Cmax = B′

S =

{
0 ∆ = 0

∆
1−|2L−1| ∆ ̸= 0

L =
(
Cmax + Cmin

)
/2

Using the above formulas, we conclude that (1, 1, 1) in HSL is converted to (0◦, 0, 1/255), and (0, 0, 0) is converted
to (0◦, 0, 0). We note that 1/255 ≡ 0.4%. Since the third component of the code in the HSL model is in percentage,
0.4% is considered as 0% and so both (0, 0, 0) and (1, 1, 1) in RGB are converted to (0◦, 0, 0) in HSL. We can check
it by the sites for converting RGB to HSL, for example, see [25]. Also, we can check it in Microsoft Word. This is
the main idea of the stego-system which is presented in this paper.

3.2. Color Difference and Delta-E

The separation between two colors, which is called “color difference” or “color distance”, is a measure that quanti-
tatively examines their difference. Euclidean distance, which is the distance between two colors in a color space, is
a standard means of determining the distance between two colors, defined as follows:

Distance =
√
(R2 −R1)2 + (G2 −G1)2 + (B2 −B1)2.

The international Commission on illumination (CIE) introduced a distance metric ∆E∗ (or “Delta E”), where the
term ∆ is used to denote difference, commonly and “E” is the first letter of “Empfindung”, a German word which
means “sensation”. After that CIE refined the metric, and it led to superior formulas called CIE 94 and CIE 2000.
The range of Delta E values is between 0 to 100. If ∆E∗ ≤ 1, the difference cannot be perceptible by human eyes. If
1 ≤ ∆E∗ ≤ 2, the difference can be perceptible by close observation, and experienced can notice. If 2 ≤ ∆E∗ ≤ 3.5,
the difference can be perceptible even by inexperience. If 3.5 ≤ ∆E∗ ≤ 5, the difference between two colors is clear.
If 5 ≤ ∆E∗, they are different.

4. Embedding and Hiding Algorithms

4.1. String of the Frequencies of the Characters

In our proposed method, first, we use Huffman coding to compress the message, and then the compressed data are
hidden in a cover text. Since for Huffman decoding, the frequencies of characters are needed, we send them to the
receiver in the cover text. For this purpose, the sender and the receiver agreed on an ordered table of characters
which is called the agreed table. For sending the frequencies of the characters in the agreed table we proceed as
follows.

We consider the following table for − and the numbers:

Table 1:

Digits 0 1 2 3 4 5 6 7 8 9 -

Corresponding Code 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1111

Now we consider the string n1 − n2 − n3 − · · · such that ni is the frequency of the i-th character in the agreed
table. Using the above table, change each digit of n1 by the corresponding code, and we put them consecutively.
Then we put 1111 to show that the digits of n1 are finished. We continue this process for other ni’s, respectively
to achieve string F . Note that if the frequency of ni is 0, then we put only 1111 and do not put anything else. As
an example, we assume that 257, 81, 0, . . . are the frequencies of characters of the agreed table. It means that the
frequency string is 257− 81− 0− · · · . Using this method, we make F as follows:

F = 0010︸︷︷︸ 0101︸︷︷︸ 0111︸︷︷︸ 1111︸︷︷︸ 1000︸︷︷︸ 0001︸︷︷︸ 1111︸︷︷︸ 1111︸︷︷︸ . . .
and continuously we add the frequencies of characters in the agreed table until F is obtained.
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4.2. Embedding Algorithm

As we mentioned above the codes (0, 0, 0) and (1, 1, 1) in the RGB color model have the same code in HSL. Let S
be a binary string and consider a cover text A. In our algorithm, we consider the characters of A, and we change
their colors to embed the secret message S. We note that the default color of the text is (0, 0, 0) in RGB. For
hiding S in A, we proceed as follows. We change the color of the i-th character of the cover text from (0, 0, 0) to
(0 + ti, 0 + ti, 0 + ti), where ti is the i-th bit in the string S. So the color of the i-th character of the cover text is
(0, 0, 0) if ti = 0, and its color is (1, 1, 1) if ti = 1. Hence in this method, every bit is hidden in a character of the
cover text.

4.3. Hiding Algorithm

In this section, we present the hiding algorithm which is based on the former steps.

(i) First, we use Huffman coding to compress the secret message, and get a binary string T .

(ii) To increase the security, we partition string T to blocks of length 8. Then we rewrite each of them in the
reverse order, for example, sequence 10001110 is changed to 01110001. If the length of T is not divisible by
8, we do not change the last block of T . We denote the obtained string by S.

(iii) We embed F , the string of frequencies of the characters using the methods stated in Sections 4.1 and 4.2.

(iv) Finally, we embed string S in the sequel of the cover text.

5. Recovery Method

In this section, we present the recovery method. We note that the number of characters of the agreed table is
known. Also the digits of the frequencies of the characters in the agreed table can be obtained according to the
method stated in Section 4. We start from the beginning of the stego text and every 4 bits determine a digit until
we receive 1111. Now the frequency of the first character of the agreed table is obtained. If the next 4 bits is
1111, then the frequency of the second character is 0, and otherwise, the frequency of the next character of the
agreed table is obtained. We continue this process to find the frequency of the last character in the agreed table.
Therefore the receiver can determine the Huffman codes of the characters in the agreed table. In the sequel of the
text, the secret message is hidden. Since the frequency of each character and the length of the Huffman code of
each character in the agreed table are known, the length of the string S is obtained. Therefore using the rest of the
stego text, S is determined. Now we divide string S into blocks with length 8 and then we rewrite each block in
the reverse order. Hence string T is obtained. Using Huffman decoding, we reach the secret message.

6. Experimental Results and Analysis of the Algorithm

To measure the performance of the text steganography algorithm, various parameters such as security, embedding
capacity, invisibility (indistinguishably to the naked eye), and robustness against manipulation are examined [22].
To illustrate the algorithm, first an example is presented. Then hiding capacity, invisibility, security and analysis
of the algorithm will be discussed. In this section, we implement the algorithm. For this purpose, we consider the
secret message of the main example in [36]. Then we give the comparison of our method by some existing methods
for text steganography. After that we give a complete analysis of the algorithm.

6.1. Experimental Results

Let the secret message be as follows:

behind using a cover text is to hide the presence of secret message s the presence of embedded messages
in the resulting stego text cannot be easily discovered by anyone except the intended recipient

If we substitute each character of the above message with 8 bits, the length of the corresponding binary string
is 1592, but the length of its Huffman code is 783. Let the cover message be the following text which has 1081
characters.

Steganography is the art and science of hiding communication of the secret information which is hidden in
an ordinary cover media such that the suspicion of eavesdropper is not arisen. The word “Steganography”
is derived from Greek words “stegos” meaning “cover” and “graphia” meaning “writing”. The use of
steganography has a long history. The first documentation of using steganography was recorded by
Herodotus, a Greek historian in the year 440 BC. In his book he quotes a story of a Greek ruler. When
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this king was imprisoned by the king of Iran in Susa, he had to send a secret message to his son. To do
this, he shaved off the hair of his servant and tattooed a message on his head. When the slave’s hair
was grown up enough, he sent the slave to his destination. Among all of the known cover objects, text
is the most suitable cover object for steganography, because of its great prevalence and its very common
use in communications. Despite the difficulty of text steganography, many researchers presented many
interesting methods. In this section, we state some of them.

As the first step, we suppose that the agreed table is “abcdef. . . z, ” where the last character is space.
The compressed version of the message by Huffman code is

T = 10001100100000110100101011110100001010011010010100111101111111110101101110111110

01011011111000001110011001110110101011111001101111110000011001010011111001000000

11110111010110001010001001110100011111011010001111101000110101011000110011101110

10010101010011110100100111101011111001000000111101110101100010100010011101000111

11011010001111000111011000110001010101000101111011101001010101001111010010010101

11011010011111100100000011110110001010010000101111011000110100101001111101011000

00100111011111110000011100110011111010011111001100111011110011110001100111000111

11010011010111101000101110101011010101101011011101111100101100001011111000111000

10111011111001100010110111001001110001110011010001011101100111110010000001110110

100111000010010101000101111101100011010011010111001100010011100

Therefore

S = 00110001110000010101001000101111100101001010010110111100111111111101101001111101

11011010000001110110011101101110111101011101100100001111101001100111110000000010

11101111000110100100010100101110101111101100010100010111101010110011000101110111

10101001111100101001001011010111001001111111000010101110010100011110010011100010

01011011001111000110111010001100001010100111101010010111001010100010111110101001

01011011011111100000001001101111100101001101000000011011010010111111100100011010

11100100111111101110000011001100100101111100111111011100111100111001100011100011

11001011011110101101000111010101011010101110110100111110000011010111110100011100

11011101011001111011010010010011111000110010110010111010111110010000010001101110

001110011010010010100010011011110010110011101011100011000011100

The frequency of characters of the secret message is presented in the following table:

Table 2: Frequency Analysis

Character space a b c d e f g h i

Frequency 33 6 4 8 9 37 2 5 6 11

Code 111 01111 100011 11010 0101 00 010001 01001 10000 0110

Character j k l m n o p q r s

Frequency 0 0 2 3 13 8 4 0 7 15

Code 1011110 011101 1001 11011 101110 10110 1010

Character t u v w x y z

Frequency 16 2 2 0 3 3 0

Code 1100 010000 1011111 011100 100010

237



B. Khosravi, AUT J. Math. Comput., 5(3) (2024) 233-244, DOI:10.22060/AJMC.2023.21801.1111

Hence the string of the frequencies is as follows:

F = 0011︸︷︷︸ 0011︸︷︷︸ 1111︸︷︷︸ 0110︸︷︷︸ 1111︸︷︷︸ 0100︸︷︷︸ 1111︸︷︷︸ 1000︸︷︷︸ 1111︸︷︷︸ 1001︸︷︷︸ 1111︸︷︷︸ 0011︸︷︷︸ 0111︸︷︷︸ 1111︸︷︷︸ 0010︸︷︷︸ 1111︸︷︷︸ 0101︸︷︷︸ 1111︸︷︷︸ 0110︸︷︷︸
1111︸︷︷︸ 0001︸︷︷︸ 0001︸︷︷︸ 1111︸︷︷︸ 1111︸︷︷︸ 1111︸︷︷︸ 0010︸︷︷︸ 1111︸︷︷︸ 0011︸︷︷︸ 1111︸︷︷︸ 0001︸︷︷︸ 0011︸︷︷︸ 1111︸︷︷︸ 1000︸︷︷︸ 1111︸︷︷︸ 0100︸︷︷︸ 1111︸︷︷︸ 1111︸︷︷︸ 0111︸︷︷︸
1111︸︷︷︸ 0001︸︷︷︸ 0101︸︷︷︸ 1111︸︷︷︸ 0001︸︷︷︸ 0110︸︷︷︸ 1111︸︷︷︸ 0010︸︷︷︸ 1111︸︷︷︸ 0010︸︷︷︸ 1111︸︷︷︸ 1111︸︷︷︸ 0011︸︷︷︸ 1111︸︷︷︸ 0011︸︷︷︸ 1111︸︷︷︸ 1111︸︷︷︸

Therefore, the length of the frequency string is 220. By noting the frequencies of each character and its corresponding
Huffman code, we get the length of the string S which is 783. Now by the above algorithm, we hide the secret
message. The result is presented in Figure 1.

Figure 1: Stego text

6.2. Capacity Ratio of the Algorithm

The embedding capacity of a method is defined as the number of letters/bits of secret message which can be hide in
a cover text. We note that BPL means bit(s)-per-embeddable -locations. Therefore, if the embeddable locations of
the cover message are the letters and l1, l2, . . . , ln are the letters of the cover text, then the number of embeddable
bits inside the cover message is equal to

E =

n∑
i=1

BPLi.

Also, if the required embeddable bits for hiding a secret message inside a cover text is equal to RE, then the
capacity ratio is defined as CR = E/RE (see [35]). Therefore, the capacity ratio of our proposed method is equal
to 100%, since we use each letter of the cover message. Of course, some authors for increasing the capacity ratio
use Huffman coding or LZW. For example in [36], in pre-embedding stage, they compressed the message using
Huffman coding, then the embedding stage was done. Similarly in [16], Huffman coding was used and considered
in the capacity ratio. Later in [23], using LZW, they increase the capacity ratio of [16]. Since we also use Huffman
coding in pre-embedding stage, and then we embed the message in the cover text, the capacity ratio is increased,
but we do not consider it in comparison.

In [35], some comparisons between several algorithms of text steganography were presented. In Table 3, using
them, we give the comparison with some methods.

Table 3: A comparison of capacity of some techniques

Method Proposed CovertSYS AITSteg Homoglyphs Line-Chat FontCode

method [35] [33] [29] [37] [39]

Capacity (%) 100 100 100 18.5 10 100

6.3. Invisibility

As we mentioned above, Delta-E is a very strong measure to determine the difference between two codes in RGB.
When Delta-E of two codes is less than 1, then they seem identical in human vision. In our algorithm, we consider
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two colors in RGB such that they have the same code in HSL. Since Delta-E of them is 0.2742%, the change of
colors in consecutive letters is invisible. We note that the main advantage of this method is its invisibility and, as
we can see in Table 6, Delta-E of some existing algorithms is very high with respect to our method.

6.4. Robustness

Robustness in steganography is the ability of the hidden data to withstand attacks, such as rotation, cropping,
added noise, and compression [41]. The ratio of the total number of embedding locations to the size of the cover
text is called the losing probability (LP). Using the Losing probability (LP), the robustness of a text steganography
technique is determined. The Distortion Robustness (DR) is determined by the following formula: DR = 1 − LP
(see [36], [34]).

6.5. Security

The widespread use of texts in communications makes them one of the best sources for hiding information. Since
inexpert changes in a text arise the suspicion of attackers, text steganography is one of the most difficult types of
steganography.

There are different steganalysis attacks to establish the security of a steganography algorithm. An adversary
may perform many attacks on the cover text to know if the cover media contains some hidden data or not. There
are two types of attacks, namely passive attack, and active attack. In a passive attack, the adversary observes the
cover media and runs many tests. In an active attack, the adversary by making changes in cover text for example
changing the font size checks whether the cover text is infected or not.

Generally, three types of attacks are used in a passive attack process, namely, visual, structural, and statistical
attacks [22]. The proposed algorithm changes colors in RGB such that the main color and the changed color have
the same code in HSL, so we get that the stego text and the cover text are similar enough. Also, the proposed
algorithm does not add/change/modify any noise to the cover text. By noting that the algorithm does not add
anything to the cover text, and does not change any visual properties else on the cover text, we conclude that this
algorithm is resistant to visual attack. We note that this algorithm does not use abbreviated expressions instead of
main words. Also, according to the rules of linguistics, this algorithm does not change any words or some parts of
the cover text or replace them with anything else. Therefore, the structure of the cover text does not change and
therefore it is resistant to structural attacks. Also by noting that this algorithm never changes the cover text and
especially its statistical properties such as word frequency, we conclude that it is resistant to statistical attacks.
Therefore, the proposed algorithm is resistant to passive attacks.

In active attacks, to determine whether the cover text is infected or not, the adversary performs some tests such
as changing the color of the text, font size, white space manipulation and re-typing the text. Most of the methods
for text steganography are not strong against active attacks, and by using active attacks, the secret message is
destroyed in the cover text. Also by using active attacks on some of these algorithms, the existence of a secret
message is revealed too, but some of these algorithms have the ability not to reveal the existence of secret message
(see [17] and [8]). For example, by the re-typing attack, if the size of the main cover file and the new file is very
different, it arises the suspicion of attackers. On the other hand, in some methods for text steganography, by using
re-typing attack, although the secret message is destroyed, but the existence of the secret message is not detectable
(see [20]). In the proposed method, similar to [20], by re-typing attack, the secret message is not detectable, but
the suspicion of the attackers does not arise.

As mentioned former, security means that when hidden information is sent, an eavesdropper will not notice or
suspect the existence of hidden information. To obtain more secure data, it is possible to use cryptography systems
in the steganography system [13]. Optical and digital criteria are two measures that can be used in the field of
steganography to check security criteria ([33], [3]).

6.5.1. Optical Standard

For Measuring the optical standard, there exist two methods. In the first method, the text is converted into a
photo, and then the following formulas are used. In the first method, the Peak signal-to-noise ratio (on PSNR)
is calculated which is the ratio m/n, where m is the maximum possible power of a signal, and n is the power of
corrupting noise that shows the quality of its representation. we know many signals contain a wide dynamic range.
So we usually use the logarithmic decible scale to define PSINR, and it is calculated by using the mean squared
error (MSE). For every noise-free m × n monochrome image I, we consider its noisy approximation k. Then, by
using stego system, MSE is calculated as follows:

MSE =
1

mn

m−1∑
i=0

n−1∑
j=0

[I(i, j)−K(i, j)]2.

239



B. Khosravi, AUT J. Math. Comput., 5(3) (2024) 233-244, DOI:10.22060/AJMC.2023.21801.1111

The PSNR (in dB) is defined as: PSNR = 20log10(MAXI) − 10log10(MSE), where MAXI is the maximum
possible pixel value of the image [3].

Table 4: Homogeneity ratio of some techniques

Methods Proposed [3] [3] [7] [5] [6] [6] [9] [2]

method (a) (b) (a) (b)

Excess visual characters 0 9 0 4 0 0 4 17 8

Homogeneity ratio 100% 91% 100% 96% 100% 100% 96% 83% 92%

6.5.2. Digital standard

“The other criterion is statistically measured by changing the size of the file according to the number of entries in
each embedding algorithm. To apply this metric using the same example mentioned before, the original file size
is 13.931 bytes include 30 characters. The statistics of the eight different methods are shown in Table 5. If the
number of characters is increased more than the original text, this makes the security ratio less in that method.
This is because the file size of the stego text becomes very different from the file size of the original text”[3].

Discount value =
Original Character× Excess Character

100
;

Amount after discount = Original character−Discount value;

Security ratio =
Amount after discount

Original character
× 100.

Using Table 5 of [3], we compare the proposed method with some techniques. For this purpose, we make a file with
the size near to 13.9 bytes and with 30 characters. Then we hide a binary string by the method and results are
presented in Table 5.

Table 5: The statistics of some techniques

Methods Proposed [3] [3] [7] [5] [6] [6] [9] [2]

method (a) (b) (a) (b)

File size (k bytes) 14 14.23 14.27 14.04 14.11 14.14 14.23 14.12 14.09

Total Characters 30% 54% 53% 34% 36% 42% 35% 47% 38%

Excess Characters 0 24 23 4 6 12 5 17 8

We use the results that presented in [3] and [4] to compare our method with them in Table 6. First, we note
that

Discount value =
Original Character× Excess Character

100
=

Original Character× 0

100
= 0;

Amount after discount = Original character−Discount value = Original character;

Security ratio =
Amount after discount

Original character
× 100 =

Original character

Original character
× 100 = 100%.

Table 6: A comparison of security ratio of some techniques

Methods Proposed [3] [3] [7] [5] [6] [6] [9] [2] [4] [24]

method (a) (b) (a) (b)

Security ratio 100% 76% 77% 96% 94% 88% 95% 83% 92% 90.11% 100%
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6.5.3. Side channel attack

Side channel steganalysis used to detect a steganographer in social websites using his /her behaviour analysis.
The main tools in side channel attacks are computing methodologies, artificial intelligence and computer vision.
According to the experimental results of side channel steganalysis, it is intuitively secure for the Steganographer
to act identically to normal social users since he/she can avoid being detected side channel steganalysis [19]. For
example, in [18] they consider the correlation between images sequence to detect the steganographer.

In our proposed method, since the cover text could be any text and each text can be considered as a cover and
the difference between the cover text and the stego text is very low, the behavior of the steganographer is very
similar to a normal user and so it has good resistance against side channel attacks.

6.6. Final Comparison

In Table 8 of [36], a comparison between some methods was presented. We use it to compare our method with
them. In the Table 7, we compare our method with some methods about RGB. We note that our algorithm is
compatible with any language which is called multilingual and it can be used in every language to hide the secret
message, but some of algorithms are not multilingual which are determined in the table.

Table 7: A comparison with some techniques

Algorithms presented in Capacity ratio Average Delta-E in black color Robustness Multilingual

Our Method 100% 0.27% 4.3 ✓

[36] 98.85% 4.7% 94.22 ×
[16] 18.34% 113.2 14.64 ✓

[23] 13.43% 103.3 14.64 ✓

[11] 20.58% 100.6 10.28 ✓

[26] 77.4% 3.3% 80.41 ×
[1] 25.5% 2.4% 84.42 ×

7. Conclusion

Text steganography is a powerful tool to send a secret message via a public channel safely. We conceal the secret
message in a cover text such that one does not notice that the text contains a hidden message. There are many
methods for text steganography and in this paper, we present a new method that has very high invisibility and a
good capacity ratio. In fact, in our proposed method we compress the message by Huffman coding, and then by
changing the color of each character we hide a bit of the secret message, which is resistant to many steganalysis
attacks such as visual attacks, structural attacks and statistical attacks. The capacity ratio of this method is about
100% and the Delta-E of the cover text and the stego text is very low. This causes a significant improvement in
the invisibility of this method.
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